Press Release

New EU-funded project ‘ECHO’ will enhance urban resilience planning and
management in Europe

¢ New European research project ‘ECHO’ will improve critical infrastructure in
urban environments across Europe.

o The project will develop services, strategies and Al tools to tackle natural and
technological disasters.

e The €6M project will be piloted in four sites in Europe.

Wednesday 15" October

The Challenge

As (peri-)urban areas become increasingly digital, interconnected and complex,
alongside growing threats such as climate change, natural disasters and cyber-attacks,
there is an urgent need to enhance the resilience and security of critical infrastructures
(Cls) and the essential services they support.

However, the current state of resilience planning and management in Europe faces
challenges due to its top-down strategies, which fail to account for specific
local/regional needs and result in inadequate operational efficiency and fragmentation
of key Cl stakeholders and existing resources.

Solution: The ECHO Project

To address these challenges, the ECHO Project will create a multi-level Resilience
Ecosystem that unites Cl operators, Emergency Service Providers and local/regional



authorities to co-create innovative tools, services and strategies for enhanced urban
resilience planning and management. This will promote best practices and empower
stakeholders of all sizes to strengthen the resilience of interconnected systems,
ultimately enhancing the security and wellbeing of European citizens and communities.

Aims

Combining the expertise of 26 partner organisations across the EU, the ECHO Project
will develop a resilience Strategy, Information Sharing Protocol and EU-sovereign
Knowledge Hub to ensure cost-effective resource pooling and reuse, collaboration, and
efficient crisis response.

The suite of interoperable, modular and cost-effective solutions will all be accessible
via a centralised Platform. This Platform will include Generative Al tools for threat
forecasting, risk assessment, situational awareness, decision support, resilience plan
evaluation, in addition to scenario-based simulations tailored to address diverse multi-
hazard threats. By using cutting-edge technologies such as Generative Al, ECHO will
enable advanced modelling, forecasting and decision-making for all the relevant
stakeholders involved in Cl while ensuring transparency and data security.

These ECHO solutions will be tested and validated in four European pilot sites,
addressing multiple hazards including floods, landslides, drought, earthquakes,
wildfires, infrastructure failures and cyber-attacks, as well as engaging Cl operators,
Emergency Service Providers and local/regional authorities. The pilot sites will include
Slovenia, Italy, Spain and the cross-border Italy-Slovenia region.

The project will further foster collaboration amongst Cl operators, Emergency Service
Providers and local/regional authorities via local knowledge exchange and European
workshops.

Speaking at the kick off meeting in Athens, ECHO coordinator Dr Paraskevas Bourgos
said:

‘ECHO wiill play a key role in tackling the challenges faced by critical infrastructure and
European citizens both currently and in the future. With our cost-effective and
accessible solutions, we aim to foster seamless, strategic and operational collaboration
amongst all the key players in critical infrastructure, enabling efficient and coordinated
response to emergencies across the EU. We also want to enable the sharing of existing
resources amongst critical infrastructure stakeholders. There’s a wealth of publicly



available data, tools and resources to support resilience planning and management that
stakeholders are often unaware of or cannot easily access’.

The ECHO Project began on 1st October 2025 and will run for three years.

ENDS

For more information on the ECHO Project, follow us on:

Linkedln: ECHO Project EU

Twitter/X: @ECHOProjectEU

BlueSky: @echoprojecteu.bsky.social

YouTube: ECHO Project

Technical enquiries: Dr Paraskevas Bourgos, Project Coordinator, Netcompany

Paraskevas.BOURGOS@netcompany.com

Communications enquiries: Dr Sean Travers, EU Project Manager, Carr
Communications

stravers@carrcommunications.ie
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